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This study analyzes the determinants of information security that influence the adoption of
Web-based integrated information systems (IIS) by government agencies in Peru. The
study introduces Web-based information systems designed to formulate strategic plans for
the Peruvian government. A theoretical model is proposed to test the impact of
organizational factors such as deterrent efforts, severity efforts, and preventive efforts and
individual factors such as perceived information security threats and security awareness on
intentions to use Web-based IIS. The empirical results indicate that deterrent efforts and
deterrent severity have no significant influence on use intentions of IIS, whereas preventive
efforts play an important role in such intentions. Information security awareness and
perceived information security threats as individual factors have a significant effect on
intentions to use the system. This suggests that organizations should implement preventive
efforts by introducing various information security solutions, and improve information
security awareness while reducing perceived information security threats.

Keywords: information security; deterrent and preventive efforts; information security
awareness; information security threats; e-government; Peru

1. Introduction

Prior studies on the implementation of e-government have addressed a number of challenges
such as trust (Lee & Levy, 2014), gender and education, and the digital divide. E-government
studies also examined the implementation of security and privacy policies and frameworks in
various countries (e.g. see Wangwe, Eloff, & Venter, 2012; Wu, 2014). In addition, studies
have examined users’ perceptions of security on intention to use an online shopping system
(Lian & Lin, 2008) and on perceived risk (see Bhatnagar, Misra, & Rao, 2000; Kim, Ferrin,
& Rao, 2008). These studies surveyed external users (in a B-2-C context) and operationalized
perception of security based on the traditional CIA (confidentiality, integrity, and availability)
construct (see Hartono, Holsapple, Kim, & Simpson, 2014).

Yet, to date, none of these studies examined internal e-government users’ security percep-
tions and awareness influence on intention to use the system. In an environment when local
and regional government entities are not mandated to adopt federal e-government systems,
security concerns may be a major hindrance of adoption. In 2010, the Peruvian government
engaged the Korea Development Institute (KDI) to facilitate the installation of a web-based inte-
grated information system (IIS).

The adoption of e-government in South America lags behind that of North America, Asia,
and Europe (UN, 2012). Furthermore, Peru’s information and communications technology
(ICT) maturity as of 2010 was the sixth lowest in South America (UN, 2012), while its
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e-government development index is the seventh (UN, 2012). Therefore, it is not surprising that
the sophistication level of the hardware, software, and telecommunication capabilities used in
the Peruvian implementation of the IIS described in the later text was relatively lower than in
the USA and South Korea (CEPLAN, 2010). Similarly, the level of information security
applied to the implemented system does not match accepted standards as described by Zhao
and Zhao (2010). In addition, a key security concern is that the infrastructure used to support
the IIS system is managed by a private company. This is of major importance in an environment
where corruption is a common occurrence. Peru’s freedom from corruption index (34.0) is sig-
nificantly below the world average.'

The challenges and opportunities of the adoption of a Web-based IIS have been discussed
extensively (see Carstensen & Vogelsang, 2001; Khan & Qureshi, 2009; Yao, 2008; Zhao &
Zhao, 2010). Although the benefits of Web-based IIS are recognized, they can be vulnerable
to information security threats (Smith & Jamieson, 2006). Such threats are more likely to
occur in environments where the technical and human-resource infrastructures are lacking
such as in transition or developing economies (Wangwe et al., 2012). The goal of this study
is to identify organizational and individual factors that might affect the adoption of an e-govern-
ment system in the context of a developing county such as Peru. The factors related to infor-
mation system security issues draw on general deterrence theory, user attitude towards
security, and fear appeal theory (Johnston & Warkentin, 2010; Kankanhalli, Teo, Tan, &
Wei, 2003; Siponen, 2000; Straub 1990). The research model and hypotheses put forth are
tested by using data collected from users working for national and regional government agencies
in Peru.

This paper is organized as follows. Section 2 outlines the prior literature on information
security effectiveness. Section 3 describes the IIS. Sections 4 and 5 outline the research hypoth-
eses, and methodology. We end with a discussion of the results, implications for academia and
practice, and conclusions.

2. Literature review and theoretical framework

Previous studies have typically focused on several factors that influence information security
effectiveness. In particular, deterrent efforts, deterrent severity, preventive efforts, and infor-
mation security awareness and threats have been investigated. While early studies measured
deterrence at the organizational level (see Straub, 1990), more recent research has investigated
deterrence at the individual level (see D’ Arcy, Hovav, & Galletta, 2009). The goal of this study
is to examine the effect of deterrence on the use of an organizational system. Therefore, we
measure deterrence at the organizational level. Preventive efforts are inherently the responsibil-
ity of the organization and have only been studied at the organizational level. Organizations must
try to maximize their deterrence and prevention efforts to improve information systems security
(Straub & Welke, 1998). Thus, we posit that efforts at the organizational level are needed to
enhance the security of the IIS.

Organizational employees’ information security awareness impacts their attitude and inten-
tion to comply with information security policies (Bulgurcu, Cavusoglu, & Benbasat, 2010).
Information security awareness is an important part of an effective IS security management
(Cavusoglu, Son, & Benbasat, 2009). Employees’ perception or awareness of information secur-
ity threat also plays an important role in shaping attitude toward information security and behav-
ioral intention (Bulgurcu et al., 2010). Thus, in addition to the aforementioned organizational
factors, effective information security management depends on individual factors such as
users’rawarenessranditheirperceivedithreat (D’ Arcy et al., 2009; Yeh & Chang, 2007). User
awareness is of particular interest since it was found to be culturally dependent (Hovav &
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D’Arcy, 2012). The second factor, perceived threat, comes from fear appeal theory (Johnston &
Warkentin, 2010). This factor is also of particular interest given Peru’s culture (for further
details, see discussion later in the text).

2.1. Organizational factors: general deterrence theory

General deterrence theory posits that people will not commit crimes when the risk of getting
caught (certainty of sanction) is high and severe penalties (severity of sanction) are applied (Blum-
stein, 1978). Straub (1990) was the first to suggest a security impact model representing a theor-
etical relationship between computer abuse, deterrents, and organizational preventive efforts.

2.1.1. Deterrent efforts

Generally, deterrent measures are efforts to discourage people from criminal or anti-social be-
havior through a threat of sanctions or the administration of strong sanctions (Blumstein,
1978; Forcht, 1994; Pearson & Weiner, 1985). The certainty and harshness of punishments
for such illegal or unethical acts enhance the effectiveness of sanctions (Williams &
Hawkins, 1986). In the context of information security, sanctions as deterrent measures have
been categorized into the certainty (e.g. probability of getting caught) and severity of sanctions
(e.g. the severity of the punishment such as suspension of duties or even prosecution in court)
(Kankanhalli et al., 2003).

A number of IS scholars have advocated the use of deterrence theory in security research
(D’ Arcy et al., 2009; Kankanhalli et al., 2003; Straub, 1990; Straub & Nance, 1990; Whitman,
2004; Yeh & Chang, 2007). Straub (1990) examined 1211 organizations and found that IS security
abuse can be reduced through deterrent efforts. Straub and Welke (1998) highlighted the impor-
tance of communicating the certainty and severity of sanctions as part of employee education
and training programs in minimizing security violations. Kankanhalli et al. (2003) and
Whitman (2004) studied whether the use of sanctions can enhance IS security effectiveness.
They found that deterrents at the organizational level (measured in man-hours spent on security
efforts) can enhance IS security effectiveness and reduce the likelihood of IS abuse.

2.1.2. Deterrent severity

At the individual level, research on the effect of deterrent severity found contradictory (D’ Arcy
et al., 2009; Ifinedo, 2012) and culturally dependent (Hovav & D’Arcy, 2012) results. At the
organizational level, previous studies have found that deterrent efforts are particularly effective
if the punishment for IS abuse is severe (Straub, 1990). Deterrent severity corresponds to the
severity of sanctions, which can dissuade people from IS security abuse (D’Arcy et al.,
2009). When people are caught, they are likely to be punished severely (e.g. reprimands by man-
agement, the suspension of duties, dismissals, and prosecution) (Kankanhalli et al., 2003).

2.1.3. Preventive measures

When potential abusers choose to ignore deterrent measures, organizations have to strengthen
the systems against their threats through the implementation of preventive measures. The
main objective of preventive measures is to wear down abusers by implementing security tech-
nology (hardware or software) that can prevent unauthorized access to and use of IS assets
(Straub, 1990). Preventive measures are attempts and safeguards to ward off criminal behavior
throughwariousicontrolsi(Forchty1994)rand to enforce policy statements and guidelines (Gopal
& Sanders, 1997). In other words, these safeguards limit security violations by actively



Downloaded by [New Y ork University] at 04:06 19 June 2015

4 J. Joo and A. Hovav

enforcing the organization’s security policies (Spicer, 2004). Preventive efforts include the
implementation of measures for detecting, documenting, and countering potential threats
(Yeh & Chang, 2007) and the deployment of advanced security software or controls for protect-
ing IS assets, including advanced access control, intrusion detection, firewall, surveillance
mechanisms, and the generation of exception reports (Kankanhalli et al., 2003).

Previous studies have found that security software can provide basic (embedded in operating
systems), intermediate (embedded in database management systems), and advanced (specialized
security software of access control to IS) levels of security (Kankanhalli et al., 2003; Nance &
Straub, 1988; Weber, 1988). Deploying advanced security software is crucial in that such soft-
ware can offer better access protection and intrusion detection through the provision of more
sophisticated firewalls, and the detection of unauthorized IS activities (Kankanhalli et al., 2003).

Although some empirical studies have found that preventive efforts can create more
obstacles for people engaging in IS abuse (Kankanhalli et al., 2003), others have demonstrated
that they can impede business functions (Whitman, 2004) and even reduce profits (Gopal &
Sanders, 1997). In this regard, Schuessler (2009) suggested that the strategic use of prevention
efforts can minimize their negative impact on the firm’s operations while affording the firm a
desired level of protection.

2.2. Individual factors: perceived awareness and fear appeal theory
2.2.1. Awareness

User awareness is touted as a strong mechanism to reduce internal misuse and increase compli-
ance (Whitman, 2004). Information security awareness is defined as an employee’s general
knowledge about information security and his or her cognizance of the organization’s infor-
mation security policy (Bulgurcu et al., 2010). This definition is consistent with the view that
security awareness is a state in which employees are aware of and are ideally committed to
their organization’s security objectives (Siponen, 2000). Information security awareness
forms part of information security management and ensures that all employees are aware of
their role and responsibility with respect to information security (Kritzinger & Smith, 2008).

D’Arcy et al. (2009) found that organizations can use three security countermeasures: user
awareness of security policies; security education, training, and awareness programs; and com-
puter monitoring to reduce user IS abuse. They demonstrated that users’ awareness of counter-
measures can impact their perception of sanctions, which in turn can reduce their IS abuse
intentions (D’ Arcy et al., 2009). Yet, employee awareness is recognized as one of the greatest
challenges in implementing security (Knapp, Morris, Marshall, & Byrd, 2009).

Ku, Chang, and Yen (2009) highlighted that employee awareness of information security is
one of the key factors in the successful self-implementation of information security systems.
More recently, Bulgurcu et al. (2010) found that information security awareness can directly
and indirectly influence employee beliefs about their compliance with information security
policy. Similarly, information security awareness is of crucial importance since information
security technologies or procedures can be misused, misinterpreted, or ignored by end-users,
thereby losing their real usefulness (Siponen, 2000; Siponen & Vance, 2010).

The “fear appeal” theory was first proposed by Hovland et al. (1953). Rogers’s (1975) pro-
tection motivation theory (PMT) describes the “process” involved in coping with a threat rather
than the threat as a behavioral motivator. Subsequent research suggests that protection motiv-
ation is composed of two processes (Maddux & Rogers, 1983). While threat appraisal is the
process evaluating maladaptive behavior, coping appraisal is the process of evaluating the
ability torcoperwithrtherthreatlnrthissstudy, we chose to only measure the threat appraisal
process for several reasons: (1) ICT is a relatively new phenomenon for the Peruvian
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government employees and it was unlikely that the users of the IIS would have been able to
identify coping mechanisms. (2) Johnston and Warkentin (2010) suggest that the coping mech-
anism manifests if an individual perceive the threat to be moderate to high. Investigating a two-
phase process requires a different research design than the one employed in this study. Due to the
limited scope of the project, we would not have been able to create a research design that would
allow us to manipulate the perceive threat and subsequently measure the resultant efficacy. (3)
Peru’s uncertainty avoidance index is measured at 87 (Hofstede, 2001). Uncertainty avoidance
scores indicate the extent to which people from a certain culture can manage uncertainty and the
coping mechanisms they adopt to reduce uncertainty. Peruvians need elaborate legal systems to
provide structure to their daily life. Yet, Peruvians deal with uncertainty by transgressing the law
(Hofstede, 2001). Thus, if the same applies to organizational context, it is possible that the
coping mechanisms defined by PMT would not apply in Peru. That is, PMT assumes that to
reduce potential threat, individuals will avoid or reduce maladaptive behavior (Maddux &
Rogers, 1983). However, in cultures where people are used to circumvent the law, avoiding
risk may not necessarily result in reduced risky behavior.

2.2.2. Perceived threat

Security threats reflect a broad range of forces capable of inducing adverse consequences (Loch,
Carr, & Warkentin, 1992). Witte (1992) defined a threat as an external stimulus that exists
whether or not it is perceived by an individual. Threats may be dynamic and vary over time
to adjust to various deterrent and preventive efforts (Schuessler, 2009; Yeh & Chang, 2007).
For example, Yeh and Chang (2007) conducted an empirical study of 109 Taiwanese firms.
They found that a threat through the network was rated as the most severe threat, but showed
the lowest level of protection. IS security threats such as access to systems by competitors, inter-
ruptions, interception, modifications, and fabrication can force organizations to pursue more
enhanced IS security models, and develop security strategies and policies (Yeh & Chang, 2007).

Previous studies differentiate two kinds of threats (Johnston & Warkentin, 2010; Rogers,
1975; Witte, 1992; Witte, Cameron, McKeon, & Berkowitz, 1996). Perceived threat severity
refers to the establishment of a belief reflecting the seriousness of the threat, the probability
of personally experiencing the threat, and the ability to enact anti-spyware protection. Perceived
threat susceptibility refers to the end-user’s perception of the probability of encountering a
threat. Appendix 1 summarizes the aforementioned studies. Figure 1 describes the conceptual
model used in this study.

Organizational

Deterrent efforts
Deterrent severity
Preventive efforts

Intentions to proactively use
Integrated Information Systems

Individual

Security awareness
Secunty threats

Figure 1. Conceptual model.
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3. The case of the Peruvian web-based IIS

CEPLAN (National Center for Strategic Planning: Centro Nacional de Planeamiento Estraté-
gico) is an agency attached to the Peruvian Presidency of Council of Ministers and is responsible
for formulating and executing strategic plans for the harmonious and sustainable development of
the country, and for strengthening democratic governance (CEPLAN, 2010). CEPLAN is
instructed to gather and share information from SINAPLAN (National Systems of Strategic
Planning: Sistema Nacional de Planeamiento Estratégico) entities. These entities are public-
sector organizations such as the national, regional, and local government agencies. To
achieve their goal, CEPLAN has been developing a Web-based e-government system. The
system has to integrate information from the various systems currently deployed by SINAPLAN.
Figure 2 shows the architecture of the system (thereafter, IIS).

The IIS consists of four core components: Module Information for Strategic Planning
(MIPE), Integrated Monitoring and Evaluation (SIME), National Systems of Plans (SINPLE),
and Bank of Programs and Strategic Projects (BANPPLE) as described in Table 1. Three depart-
ments of CEPLAN including DNSE (National Office of Monitoring and Evaluation), DNPE
(National Office of Forecasting and Strategic Studies), and DNCP (National Office of Coordi-
nating and strategic Planning) play important roles in developing and managing the Web-
based IIS.

The Web-based IIS implementation was conducted in three phases. The first phase included
the implementation and testing of the pilot. Five percent of the SINAPLAN entities were
expected to adopt the system during the pilot testing. The first phase also included training
and the completion of the conceptual design of the system. In the second phase of the roll-
out, approximately 30% of the entities were expected to use the system. In the final phase, up
to 65% of the SINAPLAN entities were expected to use the system. Although the adoption of
the system was detailed in a government directive,” users’ resistance could hinder post-adoption
use and the subsequent success of the IIS. Thus, as part of the pilot, the Peruvian government was

SINAPLAN

entity 1 :
1
1

CEPLAN

tity 2
entity ﬁ_)

entity 3

IS DNSE | ONPE | DNCP

entity 4

I L

l MIPE |SINPLE | SIME BANPPLEJ

I

| e

Transactional
DBs

Figure 2. Web-based I1IS for CEPLAN in Peru (adapted from CEPLAN, 2010).
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Modules

Overview

MIPE (Module Information for Strategic Planning:

Modulo de Informacion para el Planeamiento
Estratégico)

SINPLE (National System of Plans: Sistema
Nacional de Planes Estratégicos)

SIME (Integrated Monitoring and Evaluation:
Sistema de Monitoreo y Evaluacion)

BANPPE (Bank of Programs and Strategic
Projects: Banco de Programas y Proyectos

Collecting data from SINAPLAN entities and
distributing guidelines and policies about strategic
plans

Supporting enrollment of strategic plans being
formulated by SINAPLAN entities

Monitoring and evaluating strategic plans

Serving as a repository of various programs, strategic
projects, and strategic development plans, among

Estratégicos) others

Source: Adapted from CEPLAN (2010).

interested in assessing factors that might influence users’ attitude towards the system.
Research on users’ acceptance and usage behavior suggest that users’ beliefs and attitude
drive IT usage (Bhattacherjee & Premkumar, 2004). Understanding users’ perceptions and atti-
tude at the post-adoption stage can provide insights to the effective utilization of the IIS after the
initial adoption (Saeed & Abdinnour-Helm, 2008). Since the study was conducted during the
first phase of the implementation, the dependent variable measured “intention to use” and not
“actual use.”

4. Research model and hypotheses

Out study set to investigate the information security factors that influence intentions to use a
Web-based IIS in Peru. Prior studies traditionally focused on organizational level security
(i.e. Straub, 1990) or on misuse at the individual level (D’Arcy et al., 2009; Hovav &
D’Arcy, 2012). In this study, we examine both organizational and individual information secur-
ity factors.

Although the use of the IIS is not voluntary for SINAPLAN entities, it is important to inves-
tigate its use intentions because users’ resistance can hinder the success of a system. In particu-
lar, as the IIS is subject to the step-by-step implementation as described in the previous section, it
is necessary to identify users’ intentions to use the system at its conceptual design or initial
development stages. Intention affects an individual actual behavior. The degree and speed of
the successful diffusion of an innovation or policy depends on users’ intention even when the
implemented system is mandatory.

4.1. Organizational factors

Deterrent efforts directly influence the probability that IS security abusers will be caught
(Kankanhalli et al., 2003). Deterrent efforts measured in man-hours spent on security-related
efforts were also found to result in better IS security effectiveness (Kankanhalli et al., 2003).
The intention to use a new system may be hindered by users’ perceptions of risk (Aladwani,
2001). In our case, these risks may involve substantial loss through unauthorized disclosure,
and the modification or destruction of information. Although these issues are universal, they
are augmented by the conditions in Peru (UN, 2012). First, the lack of technical capabilities
isvlikely torconstraint thevimplementation of an e-government (Belanger & Hiller, 2006).
From an information security perspective, the relatively underdeveloped infrastructure available



Downloaded by [New Y ork University] at 04:06 19 June 2015

8 J. Joo and A. Hovav

in Peru prevents the implementation of advance security software, increasing perceptions of risk.
Second, low cyber security skills increase misuse intentions (Choi, Levy, & Hovav, 2013).
Peru’s ICT index, and subsequently, the number of computer savvy users are also relatively
low. Finally, the relatively high levels of corruption and the fact that the system is managed
by a third-party vendor provide government entities with minimal control over the system
and its security. Therefore, we posit that when government users perceive a lower cyber security
risk due to increasing deterrent efforts, their intentions to use the IIS are likely to increase. Since
we measure deterrence efforts as the number of employees working in information security-
related capacity and the total number of hours per week spent on information security activities
(Kankanhalli et al., 2003), we propose the following hypotheses:

Hypothesis 1a: There is a positive relationship between the perceived number of employees engaged

in information security activities and Peruvian government employees’ intentions to use the IIS.

Hypothesis 1b: There is a positive relationship between the perceived total number of hours per week
spent on information security activities and Peruvian government employees’ intentions to use
the IIS.

Deterrent severity refers to the severity of sanctions that dissuade people from IS security abuse
by ensuring that they will be severely punished if caught (D’Arcy et al., 2009). Therefore, the
existence of a severe punishment system is likely to reduce the number of security incidents
an organization will experience. In this study, we measure users’ perception of the punishment
they are likely to receive if caught misusing information assets as suggested by Kankanhalli et al.
(2003). Following the logic used for Hla and H1b, we posit that when users perceive the punish-
ment for system misuse as high, they will have fewer concerns regarding potential security inci-
dents. Thus, their intentions to use the IIS are likely to increase. Hence:

Hypothesis 2: There is a positive relationship between perceived organizational deterrent severity

and Peruvian government employees’ intention to use the IIS.
Preventive efforts refer to attempts limiting criminal behavior through controls (Forcht, 1994).
In the IS context, these controls refer to a number of advanced security software tools. Com-
puter abuse can be prevented by the use of advanced security software and hardware (Nance &
Straub, 1988; Straub, 1990). Preventive efforts can discourage illegitimate activities (Gopal &
Sanders, 1997). More advanced security software tends to provide more sophisticated access
control, thereby making it more difficult for people to engage in IS abuse (Kankanhalli
et al., 2003). In addition, monitoring systems can detect unauthorized IS activities through sur-
veillance mechanisms and creation of exception reports (Kankanhalli et al., 2003). Thus, in
some cases, monitoring is also likely to reduce misuse intention (D’Arcy et al., 2009).
Overall, preventive measures are positively associated with information security effectiveness
and decrease potential threat (Schuessler, 2009). Users are more likely to trust a system that has
more controls. Such systems are less likely to be abused by intruders. As apparent from Figure
2, the system in question is a complex integrative system to be used by a number of govern-
ment agencies and local and regional municipalities. Much as cyber security is not limited to
sub-organizational boundaries, so are preventive controls. In this study, we measure users’ per-
ceptions of the number of software and hardware security solutions used by the organization
rather than only the controls used by the IIS. This is because it is difficult to delineate
between controls that only protect the system itself and controls that protect the infrastructure
used by the system (e.g. firewalls, antivirus software, and intrusion detection software). We
therefore hypothesize that:

Hypothesis 3: There is positive relationship between the perceived number of security solutions the

organizationrintroducessasipartofitsipreventive efforts and Peruvian government employees’ inten-
tion to use the IIS.
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4.2. Individual factors

User awareness was found to have a strong influence on misuse intention (D’Arcy et al.,
2009). In addition, users’ information security awareness has been recognized as an important
factor in security effectiveness (Cavusoglu et al., 2009; Ku et al., 2009; Rezgui & Marks,
2008; Siponen, 2000; Straub & Welke, 1998). For example, users should be aware of disci-
plinary actions, risks, and potential losses resulting from noncompliance with organizational
information security policies (Barman, 2002; Furnell et al., 1996). Users should be informed
through IS security awareness of their role in protecting information assets (Martins & Eloff,
2002).

As mentioned earlier, Peru’s ICT index is one of the lowest in South America. The level of
computer sophistication in general and security know-how in particular of government employ-
ees are also expected to be relatively low. Subsequently, information security awareness may
play an even more significant role in setting users’ security expectations and behavior. We
expect that the more aware users are of the security activities related to the IIS, the more
likely they are to use it. Hence:

Hypothesis 4: There is a positive relationship between the level of Peruvian government employees’
information security awareness and the intention to use the IIS.

Industry and academic studies have confirmed that the greatest threats are within the organiz-
ation (Abu-Musa, 2003; Loch et al., 1992; Ryan & Bordoloi, 1997). Once an individual is
conscious of a security threat, he or she will establish beliefs as to the seriousness of the
threat and probability of personally experiencing the threat (Johnston & Warkentin, 2010;
Vance, Siponen, & Pahnila, 2012). Thus, IIS users should be able to formulate perceived
threat severity and perceived threat susceptibility (Witte, 1992; Witte et al., 1996) if they are
aware of the existence of that threat.

Several studies have investigated information security threats in different contexts.
Spicer (2004) showed that Canadian practitioners perceive a lower threat level than is per-
ceived in other geographic areas. Abu-Musa (2005) study of computer users in Saudi organ-
izations found that almost half of the responding organizations have suffered financial losses
due to internal and external threats. He reported that accidental and intentional entry of bad
data by employees, accidental destruction of data by employees, introduction of computer
viruses to the system, employees’ sharing of passwords, suppression and destruction of
output, unauthorized document visibility, and misdirecting prints and distributing
information to people not entitled to receive them are the most common security threats
to computerized accounting. Yeh and Chang (2007) revealed that managers of highly com-
puterized industries such as the banking and finance sectors have higher levels of perceived
threat.

The Fear Appeal Model used by Johnston and Warkentin (2010) showed that fear appeal
does impact end user behavioral intentions to comply with recommended acts of security. As
safety needs (the desire to feel safe and secure, and free from threats) rank high among our
needs (Maslow, 1954), people are likely to sustain a feeling of security through compliance
with security procedures (Siponen, 2000). However, Web-based IIS may involve greater risks
in comparison to traditional IS since potential users may not fully recognize all possible
threats. This lack of awareness is likely to be more salient in Peru as the level of ICT is relatively
low. Thus, perceived security threat is likely to have a negative impact on users’ intention to
adopt and use the proposed IIS. Hence, we postulate that:

Hypothesis 5: Peruvian Government employees’ perceived information security threats have nega-
tive effects on intentions to use the IIS.



Downloaded by [New Y ork University] at 04:06 19 June 2015

10  J. Joo and A. Hovav

5. Methodology

Table 2 summarizes the operationalization of the aforementioned constructs. As noted in the
table, most constructs were adapted from prior studies. A survey instrument was used to
measure the constructs. We measured the organizational factors portion of our survey using
Straub (1990) and Kankanhalli et al. (2003) measurements since they measured deterrence
and preventive efforts at the organizational level rather than at the individual level (i.e.
D’Arcy et al., 2009). Straub (1990) measured deterrent efforts as the number of security staff
working in the organization and the number of security hours per week. Deterrent severity
was measured by severity of penalties for abuse and preventive efforts were measured by the
number of security software packages in use. Kankanhalli et al. (2003) measured deterrent
efforts using total man-hours expended on IS security purposes per week. Deterrent severity
was assessed based on the most severe form of punishment taken by the organization and pre-
ventive efforts were gauged using the level of sophistication of security software used in the
organization. On the other hand, the individual factors were measured using Bulgurcu et al.
(2010) and Johnston and Warkentin (2010). The security awareness measurements developed
by Bulgurcu et al. (2010) have been cited over 200 times. We acknowledge that other measures
might have provided us with different results. However, the research design used by others did
not match the research design of this study. For example, D’ Arcy et al. (2009) and Hovav and
D’Arcy (2012) research design was based on scenarios, while Siponen and Vance (2010) and
D’Arcy and Devaraj (2012) conducted field experiments. Appendix 2 lists the survey items.
Peru has 1985 SINAPLAN entities that were eligible to use the aforementioned IIS. Majority
of these entities are local government agencies. Six hundred SINAPLAN entities were selected

Table 2. Operationalization and measures.

Constructs Definition Measures Sources
Deterrent Efforts to directly reduce IS The number of personnel Kankanhalli
efforts security abuse working in information et al. (2003)
security activities and the Straub (1990)
total number of hours per
week spent on information
security activities
Deterrent The severity of sanctions The severity of penalties for Kankanhalli
severity dissuading people from IS employees’ noncompliance et al. (2003)
security abuse with information security
rules or regulations
Preventive Efforts to limit illegitimate The number of software Kankanhalli
efforts activities through security solutions for information et al. (2003)
solutions security Straub (1990)
Information IS security policy awareness, Six items including awareness ~ Bulgurcu et al.
security knowledge and understanding of general information (2010)
awareness of their responsibilities, security and information
negative consequences of security policies
noncompliance with
information security policy and
potential cost
Information Perceived threat severity and Three items including threats to  Johnston and
security susceptibility. computer viruses, negative Warkentin
threats consequences, and fear (2010)
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as a target population for the study. The president of CEPLAN sent formal emails asking for
participation in the study. Subsequently, the survey was sent to the managers responsible for
the introduction of the IIS in their respective organizations. The questionnaire was written in
Google Docs format (Figure 3). One hundred and forty-five usable surveys were completed
for a response rate of 24.16%.

Table 3 shows the state of information security of the responding organizations. Seventy
seven percent of organizations employ no more than five people dedicated to information secur-
ity. Thirteen percent of organizations spend more than 16 hours on information security. In all,
6.8% of organizations imposed employment termination as a penalty to employees who did not
comply with information security rules or regulations and 7.6% of the organizations take legal
action for such behavior. As shown in Table 3, only 1% of the organizations introduced authen-
tication systems based on public key infrastructure.

Each questionnaire item used to measure the three constructs in Table 5 was assessed using a
five-point Likert scale ranging from 1 (strongly disagree) to 5 (strongly agree). Following
Kankanhalli et al. (2003), we used the number of hours per week spent on information security
efforts to measure deterrence efforts. The hours per week spent on information security data was
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Table 3. User organizations: status of information security in SINAPLAN entities.

Number of
Information security measures Type employees (ratio, %)
Number of employees working in 0-10 111 (76.6%)
information security 11-20 24 (16.6%)
21-30 8 (5.5%)
31-40 0 (0.0%)
41-50 2 (1.4%)
Number of hours per week spent on Less than 5 hours 59 (40.7%)
information security (excluding 6—15 hours 38 (26.2%)
physical security) 16—25 hours 6 (4.1%)
26-45 hours 12 (8.3%)
More than 46 hours 30 (20.7%)
Deterrent severity No action is taken 12 (8.3%)
Reprimand by management 30 (20.7%)
Suspension of duties 82 (56.6%)
Dismissal from appointment 10 (6.8%)
Prosecution in court 11 (7.6%)
Preventive efforts Advanced security software 54 (37.2%)
embedded in operating systems
Advanced security software 54 (37.2%)
embedded in database management
systems
Vaccine antivirus 130 (89.7%)
Firewalls 121(83.4%)
Intrusion detection systems 89 (61.4%)
Vulnerability check 48 (33.1%)
Data loss prevention and backup 91 (62.8%)
systems
Encryption and digital signature 32(22.1%)
systems
Authentication based on public key 2(1.4%)
infrastructure

coded as follows. Less than 5 hours was coded as 1, 6—15 hours as 2, 16—25 hours as 3, 26—45
hours as 4, and more than 46 hours as 5. In addition, we measured the number of employees
assigned to the security function. The number of employees’ data in Table 4 was coded as
follow. 0—10 employees were coded as 1, 11-20 employees as 2, 21-30 employees as 3,
31-40 employees as 4, and 41-50 employees as 5. The number of employees and hours
spent on information security reflect actual figures obtained by the responding managers from
records available to each agency.

The deterrent severity was assessed based on the most severe form of punishment imposed
by an organization and was coded as follow (Kankanhalli et al., 2003): no action taken (1), rep-
rimand by management (2), suspension of duties (3), dismissal from appointment (4), and pro-
secution in court (5). Preventive efforts were gauged by using the number of security software
used in the organization. Table 4 shows the number of preventive technologies used in the sur-
veyed organizations and the frequency of each. The average number of security software used is
4.28. None of the organizations had nine security software solutions.

Topanalyzenthesmodelypwenranpasmultiple regression analysis using SPSS Version 20.
Although many contemporary quantitative studies have used Structural Equation Modeling,
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Table 4. Preventive efforts distribution.

Number of preventive technologies

per organization Frequency Percentage
1 13 9.0
2 11 7.6
3 35 24.1
4 24 16.6
5 15 10.3
6 31 214
7 4 2.8
8 12 8.3
9 0 0.0

Table 5. Information security awareness, threats, and intention to use IIS.

Dimension (variable) Mean (standard deviation) Cronbach alpha Number of items
Information security awareness 3.07 (0.509) 0.512 6
Information security threats 3.46 (0.901) 0.471 3
Intention to use IIS 4.18 (0.647) 0.412 3

Note: 1: strongly disagree, 3: neutral, 5: strongly agree.

we chose to analyze our model using a regression. Our choice was based on several factors. First,
this is an exploratory study. Second, the goal of the study was to examine the relationships
between IS security factors and intention to proactively use a Web-based IIS. Thus, the research
model does not include mediating variables. Third, multiple regression techniques have been
used to test similar research models (e.g. see Lian & Lin, 2008).

A confirmatory analysis of the two reflective independent variables and the dependent vari-
able showed a low convergence. This is despite the fact that the instrument used was identical to
questions used in previous studies.

6. Results

As apparent from Table 5, the level of information security awareness was not high (mean =
3.07). However, most interviewees were willing to use the Web-based IIS (mean = 4.18).
Table 6 shows the results of the multiple regression analysis between the organizational charac-
teristics and use intentions. In general, collinearity statistics is used to check the independence
among the independent variables (Cenfetelli & Bassellier, 2009). Tolerance of less than 0.20 or a

Table 6. Regression analysis between organizational characteristics and use intentions.

Standardized t-Value Hypothesis ~ Tolerance
Independent variables coefficient (significance level) result (VIF)
Deterrent efforts: No. of employees 0.013 0.162 (0.872) Rejected  0.982 (1.018)
Deterrent efforts: No. of hours 0.049 0.565 (0.573) Rejected  0.979 (1.022)
Deterrent severity 0.113 1.351 (0.179) Rejected  0.983 (1.017)
Preventive efforts 0.243 2.881 (0.005) Supported  0.986 (1.015)
Information security awareness 0.164 2.047 (0.042) Supported  0.997 (1.003)

Information security threats —0.240 —2.996 (0.003) Supported  0.997 (1.003)
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Variance Inflation Factor (VIF) of 5.0 and above indicates a multicollinearity problem. Both tol-
erance and VIF values are satisfactory as shown in Table 6. Hypotheses 1a, 1b and 2 were not
supported. Hypothesis 3 was supported at p < 0.01. Hypothesis 4 was supported at p < 0.050
and hypothesis 5 was supported at p < 0.01. Thus, preventive efforts and user information
security awareness increase SINAPLAN entities intention to use the new IIS while information
security threat perceptions have negative influence on intention to use the system.

7. Discussion

As predicted, users’ awareness of information security was found to have a positive influence on
the intentions to use the IIS. Conversely, users’ awareness of potential security threat was found
to reduce government entities intentions to use the IIS. Thus, both individual factors were found
to have a significant influence on employees’ intentions to use the system.

At the organizational level, users perceptions of the level of preventive efforts used were
found to increase the intentions to use the system. This suggests that in the context of the Per-
uvian CEPLAN IIS, the more information security solutions the organization introduces as part
of its preventive efforts, the more likely employees are to use the system. It is possible that an
excessive use of preventive measures will result in users’ resistance as suggested by Youn and
Hovav (2013). However, since we did not measure the effect of security overload on IIS use, we
cannot comment on the subject.

The remaining three organizational factors were not found to have an impact on intention to
use the IIS. Deterrent efforts (number of employees and hours) had no influence on use inten-
tions. It is possible that in bureaucratic countries, where the government employs a large
number of workers, the correlation between the size of the workforce and its effectiveness is
unclear. Thus, measuring deterrence effectiveness by the amount of resources invested in the
information security function might be proper in lean, market driven organizations. Such
measures might be misleading in an administrative government organization. Future research
can examine the relationships between the actual and the perceived deterrence effort in
various types of organizational structures and cultures.

Unexpectedly, deterrent severity had no influence on use intentions. This is surprising con-
sidering the fact that 15% of respondents cited dismissal or prosecution as a punishment for non-
compliance with security policies. More research is needed to understand the relationships
between official punishment measures and actual actions taken. In addition, prior studies
found that users do not believe that they or others will get caught when they engage in
misuse behavior (D’ Arcy et al., 2009). It is possible that respondents stated the official measures
as requested, but did not believe that these measures will deter hackers. This might be even more
pronounced in countries where bribes often replace proper execution of the law. Further research
is needed to better understand the relationships between official policies and actual organiz-
ational interpretation of such policies especially in developing countries. Another potential
reason that our findings differ from prior studies is our outcome (dependent variable). While
prior studies examined misuse intention, IS abuse or security effectiveness, our study examined
the effect of security efforts on the intentions to use a system.

8. Implications for research and practice

This is a preliminary investigation to the influence of cyber security perceptions in the context of
an e-government system in South America. Given the limited scope of the project and the poor
loading of the'constructsytheresults'should be interpreted with caution. Additionally, the results
cannot be generalized beyond the study context.
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Our study contributes to the security body of knowledge by investigating the influence of
security on the acceptance of a new e-government system in a developing country. From a
research perspective, to the best of our knowledge, this is the first study that examined the
relationships between perceived system security and intention to use. Prior studies examined
misuse intentions with the underlining assumption that perceived security would lead to increase
use. Our study examined employees’ actual intentions to use a system depending on how secure
they believe it to be. To the best of our knowledge, this is also the first study to examine and
empirically validate cyber security issues and their influence on intention to use an information
system in a developing country with relatively low ICT score. As such, deterrence (i.e. convin-
cing users to comply with security rules) had no influence on intention to use. However, preven-
tion (actually using hardware and software tools to prevent misuse) had an effect. These results
align with Hofstede analysis of the Peruvian society attitude towards the legal system as dis-
cussed earlier.

From a practical perspective, our results suggest that Peruvian organizations should focus on
preventive efforts by introducing various information security solutions and improve infor-
mation security awareness while reducing perceived information security threats. As companies
globalize and move to less developed countries, managers should consider the differential atti-
tudes and perceptions of culturally diverse employees. While some measures might work for one
culture, they might not work for another. In a culture such as Peru (and other formally Spanish
occupied South American countries), where there is a difference between the legal world (rules
and policies) and the real world (peoples’ actual actions), organizations have to emphasis pre-
vention rather than deterrence.

In calling attention to the study’s limitations, we offer suggestions for future research. The
generalizability of the study is limited to a government agency in Peru. Extending this study to
other types of organizations, regions, and countries at various levels of development can broaden
our understanding of the relationships between perceive security and system usage. Our model
measured the direct effect of security on intention to use. However, these relationships may be
moderated by factors such as perceive trust, organizational leadership, and incentives. Future
research may examine the effect of individual, organizational, and cultural factors on the
relationship between perceived security and use intentions. Finally, we conducted the study
during the initial stages of the system’s roll-out. Overtime, users’ attitude may change. A longi-
tudinal study (i.e. a revisit of the project) may shed light on the attitudinal change of users once
they become familiar with the system and its security measures.

9. Conclusions

The Web-based IIS for formulating a strategic plan of the Peruvian government is a critical
e-government system requiring high levels of information security. Our study set to examine
organizational and individual security-related determinants for the use of an e-government
Web-based IIS in Peru. Peru is an emerging economy with relatively low ICT index and
limited use of e-government. In addition, Peru’s high corruption index increases the likelihood
that employees will be reluctant to use the system due to possible hacking, information leakage,
and privacy issues. The system’s implementation was facilitated by KDI and CEPLAN, and is
maintained by a private vendor. Therefore, it is likely that the government agencies involved
perceive a lack of control over the system and regard it as risky. Our findings provide evidence
of the significant impact of organizational (e.g. preventive efforts) and individual (e.g. security
awareness and threats) factors on the use intention of a Peruvian web-based IIS. Akin to Kan-
kanhallivetral®(2003)findingsydeterrence severity had no influence on usage intentions, while
preventive efforts did. However, contrary to prior studies (Straub, 1990; Kankanhalli et al.,
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2003; Whitman, 2004), we did not find deterrence efforts at the organizational level to signifi-
cantly influence users perception of IS security effectiveness to the extent that it influences
proactive use of the system. Thus, while traditional deterrence theory, founded in criminology,
assumes that perceive certainty and severity of punishment weigh equally on persons’ compli-
ance with the law (Gibbs, 1975), research in the context of information security have found
differential influence of deterrence on users’ perceptions and behavior. These findings suggest
that deterrent efforts and deterrent severity are not motivators but hygiene factors based on
the two-factor theory (Hertzberg, Mausner, & Synderman, 1959). According to Hertzberg’s
two-factor theory (Hertzberg et al., 1959), motivation factors are satisfiers driving an employee’s
satisfaction, whereas hygiene factors are dissatisfiers affecting an employee’s dissatisfaction
although they have no influence on satisfaction. Swan and Combs (1976) have used the two-
factor theory to explain consumer satisfaction in the context of marketing, where expressive
variables as motivators refer to user’s psychological level of performance responding to an
item of clothing, while instrumental variables as hygiene factors correspond to the performance
of the physical product per se. Lee, Shin, and Lee (2007) applied the two-factor theory to usage
of mobile data services at the post-adoption stage. According to Lee et al. (2007), information
quality as a satisfier increases customers’ motivation for mobile service usage, whereas
inadequate system quality as a dissatisfier decreases mobile service usage. In other words,
system quality has no positive influence on mobile data service usage. Based on the earlier dis-
cussion, we maintain that deterrent efforts and deterrent severity play a role of hygiene factors.
Additional research is needed to further explore our assertion.

The discrepancy between our findings and prior research may be also due to our target
sample. For example, Kankanhalli et al. (2003) surveyed IS managers, while in our study we
surveyed casual users. It is very possible that non-IS specialists find it difficult to quantify
and ascertain the relationships between deterrence efforts and security effectiveness. Alterna-
tively, our findings may be explained by Yeh and Chang (2007) assertion that there is a gap
between managers’ security threat perceptions and the actual security countermeasures
adopted by the organization. This gap also aligns with the Peruvian society’s delineation
between the legal and the real.

At the individual level, our findings suggest that users’ awareness increases system use
intentions while perceive threat reduces intentions to proactively use the IIS. These findings
cannot be compared directly with prior studies at the individual level since prior studies use
misuse behavior (e.g. D’Arcy et al., 2009; Hovav & D’Arcy, 2012) or compliance behavior
(e.g. Bulgurcu et al., 2012; Johnston & Warkentin, 2010) as their dependent variable.
However, we are able to compare the levels of awareness in the various populations studied.
Users’ awareness of security efforts was found to be significantly higher (p < 0.05) in the
USA than in South Korea with mean = 4.81 and 4.63, respectively (Hovav & D’Arcy,
2012). The awareness level in Peru is even lower (adjusted mean = 4.28). These findings
suggest that Peruvian companies and government agencies should improve their security
training and educational efforts. Conversely, the perceived threat measured by Johnston and
Warkentin (2010) (mean = 3.597) was only slightly higher than that found in our study
(mean = 3.46). Incidentally, a study conducted in Indonesia (Putri & Hovav, 2014) found
similar results (adjusted mean = 3.64). Thus, we might conclude that security threat percep-
tions are consistent across countries.

Finally, our findings are partially comparable to Smith and Jamieson (2006) ranking of the
drivers of information security perceptions in the context of e-government. Protection of infor-
mation assets (i.e. preventive measures) was ranked 3rd as a driver. User awareness was found to
beradriver (ranked Sth)yrand lack'of awaréness an inhibitor (ranked 5th). Conversely, threat per-
ception was not listed as an inhibitor by Smith and Jamieson (2006).
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Several studies suggest that trust and reduced risk are likely to increase the use of e-govern-
ment systems by external users. Our findings suggest that certain preventive (i.e. efforts) and
deterrence mechanisms (i.e. awareness) are likely to increase proactive use of e-government
IIS, while perceived threat is likely to hinder use intentions.
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Appendix 1. Definitions and previous studies

Focus Definition

Previous studies

Deterrent Attempts to discourage deliberate attacks against a system
efforts through the dissemination of information and a threat of
sanctions in the form of penalties for violation of security
policies and security awareness training. These efforts
focused on reducing IS abuse and increasing the probability
that IS abusers will be caught.

Deterrent The severity of sanctions which can dissuade people from IS
severity security abuse. When caught, abusers severely punished,
including reprimands by management, the suspension of
duties, dismissals, and prosecution in court.

Preventive Efforts warding off illegitimate activities through more
efforts advanced security software and sophisticated access control
that prevent unauthorized access and limit IS abuse.

Security
awareness

Employees’ awareness of information security policies and
understanding of their responsibilities and negative
consequences of noncompliance with information security
policies and potential costs.

Security threat  External stimuli that exist regardless of whether they are
perceived by an individual, including their perception and
fear of the severity of the threat.

D’ Arcy et al. (2009)

Kankanhalli et al.
(2003)

Ku et al. (2009)

Spicer (2004)

Straub and Nance
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Straub (1990)
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Yeh and Chang (2007)

Bulgurcu et al. (2010)

D’Arcy et al. (2009)
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Gopal and Sanders
(1997)

Kankanhalli et al.
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Shuessler (2009)
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Appendix 2. Information security questionnaire

The purpose of this survey is to offer recommendations for introducing integrated information systems by
identifying current status of information security in your organization. We highly appreciate your partici-
pation in the survey.

Please read the following questions carefully and indicate your answer with /.

SECTION L.
1 Gender [ Male[ JFemale
2 How long have you been working for your [ ]less than 6 months[ ]6 months - 1 year[ ]1 - 2 years

organization?
[ 13-4 years[ ]5-6 years[ ]More than 7 years
3 What type of organization do you work [ IMinistry[ JPublic Entity[ JAutonomous Constitutional
for? Body
[ IRegional Government[ ]Local Government[ JProvincial
District Municipality
[ ]Congress[ JJudicial[ ]Others

SECTION II.

DETERRENT EFFORT
4 Please indicate the number of staff working in information [ ]J0-5
security (excluding physical security) in your
organization.
[]6-10
[]11-20
[ 121-50
[ Jabove 50
5 Please indicate how many hours expended for information [ ]16—25 hours
security purposes per week in your organization.
[ 12635 hours
[ 136—45 hours
[ IMore than 46 hours
[ 136—45 hours
[ IMore than 46 hours
DETERRENT SEVERITY
6 Please specify what kind of punishment measures are [ INo actions are taken
conducted in your organization for noncompliance with
information security policy regulations.
[ ]JReprimand by management
[ JSuspension of duties
[ ]Dismissal from appointment
[ JProsecution in court
PREVENTIVE EFFORTS
7 Indicate information security prevention systems adopted [ JAdvanced security software embedded in
in your organization (please check as many as possible). ~ Operating Systems
[ JAdvanced security software embedded in
Database Management Systems
[ ]Vaccine antivirus
[ JFirewalls
[ JIntrusion detection systems
[ ]Vulnerability check
[ ]Data loss prevention and Backup systems
[ ]JEncryption and Digital Signature systems
[ JAuthentication based on the public key
infrastructure

(Continued)
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Appendix 2. Continued

SECTION III.

SECURITY AWARENESS
8 Please indicate a single score where 1 represents Strongly Disagree and 5 represents
Strongly Agree for each statement.

STATEMENT STRONGLY DISAGREE NEUTRAL AGREE STRONGLY
DISAGREE AGREE
A T have sufficient [1] [1] [1] [1] [1]
knowledge and 1 2 3 4 5
understanding
regarding
Information
Security.
B I have sufficient [] [1] [] [] []
knowledge of the 1 2 3 4 5

potential cost of
information security
problems and threats.

C I fully understand the [] [] [] [] []
concerns about 1 2 3 4 5
information security
and its potential

risks.
D I know and understand [] [1] [1] [1] []
all the regulations 1 2 3 4 5

prescribed by my
organization’s
information security
policy.

E I know my [] [1 [] [1 []
responsibility to 1 2 3 4 5
improve information
security as
prescribed by my
organization.

F I have full knowledge [] [1] [] [1] [1]
of my 1 2 3 4 5
responsibilities and
the cost of
noncompliance with
my organization’s
information security.

SECURITY THREATS

9 Please indicate a single score where 1 represents Strongly Disagree and 5 represents

Strongly Agree for each statement.

STATEMENT STRONGLY DISAGREE NEUTRAL AGREE STRONGLY
DISAGREE AGREE
A It is likely that my [1] [1] [1] [1] []
computer will 1 2 3 4 5

become infected
with some virus (e.g.
malwares, spyware,
adware, worms,
Trojan horses).

Ol LE Zyl_i.lb

(Continued)
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Appendix 2. Continued

B If my computer (] [l [] [l []
becomes infected by
a virus, my
organization will
face dire
consequences.

C I am afraid of various
information security
threats under an open
network
environment like the
Internet.

H
S}
w
~
W

[] [] [] []

—
—_
[

SECTION IV.

INTENTION TO ADOPT SII
CEPLAN designs and implements Web-based information systems (SII: Sistema de Informacion Integrado)
that integrate all data and information relevant to strategic planning, monitoring and evaluating of strategic
management of the state for economic and social development under Plan Peru 2021.
10 Please indicate a single score where 1 represents Strongly Disagree and 5 represents Strongly Agree
with statement.

STATEMENT STRONGLY DISAGREE NEUTRAL AGREE STRONGLY
DISAGREE AGREE

A 1intend to use Web-based [] [] [] [] []
integrated information systems 1 2 3 4 5
(I1S).

B I predict that I will be using Web- [] [] [] [] []
based integrated information 1 2 3 4 5
systems (IIS).

C I plan to use Web-based integrated [] [] [] [] []
information systems (IIS). 1 2 3 4 5
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